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[TRANSLATION – TRADUCTION]

AGREEMENT BETWEEN THE GOVERNMENT OF THE REPUBLIC OF PERU 
AND THE GOVERNMENT OF THE FRENCH REPUBLIC ON THE 
PROTECTION OF CLASSIFIED INFORMATION AND MATERIAL IN THE 
FIELD OF DEFENCE 

The Government of the Republic of Peru, hereinafter referred to as “Peru”,
and
The Government of the French Republic, hereinafter referred to as “France”,
Hereinafter referred to as “the Parties”,
Wishing to ensure the protection of classified information and material in the field of defence 

exchanged or produced between the two States or between public or private agencies that are 
subject to their respective national laws and regulations, 

Have agreed as follows:

Article 1. Definitions

For the purposes of this Agreement: 
“Classified information and material” means information and material, irrespective of their 

form, nature or manner of transmission, and whether they have been or are being developed, that 
have been accorded a level of security classification or protection and that, in the interest of 
national security and pursuant to the national laws and regulations of the Parties, require 
protection against destruction, theft, disclosure, loss, access by a person without clearance and 
authorization, or compromise of any other kind; 

“Originating Party” means the Party, including any public or private agency that is subject to 
its national laws and regulations, that issues or transmits classified information or material to the 
other Party; 

“Recipient Party” means the Party, including any public or private agency that is subject to its 
national laws and regulations, to which classified information or material is transmitted; 

“Host Party” means the Party in whose territory a visit takes place; 
“Competent security authorities” means the authority of each of the Parties responsible for the 

overall supervision and implementation of this Agreement, or any other competent authority that 
is authorized under the national laws and regulations of each of the Parties and that is responsible 
for the implementation of this Agreement in the relevant fields;

“Field of defence” means the field in which all means aimed at accomplishing the national 
defence objectives of each of the Parties are employed;

“Classified contract or contract with security clauses” means a contract, subcontract or project 
whose development and execution require access to classified information or material, or the use 
and production of classified information;

“Contractor” means any individual or legal person having the legal capacity to negotiate and 
conclude classified contracts or contracts with security clauses; 
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“User” means any natural or legal person cleared by the Parties to handle classified 
information and material; 

“Need to know” means the need to have access to classified information and material within 
the framework of a specific official duty and for carrying out a specific task.

Article 2. Purpose

This Agreement constitutes the set of common security regulations applicable, in the field of 
defence, to any exchange of classified information and material between the Parties or between 
public or private agencies that are subject to their national laws and regulations.

Article 3. Competent authorities

The competent security authorities responsible for the overall supervision and implementation 
of this Agreement are as follows: 

For the Republic of Peru: 
Ministry of Defence

Av. La Peruanidad s/n
Jesús María

Lima
For the French Republic: 

Ministry of Defence of the French Republic
14, rue Saint-Dominique

75 700 Paris SP 07
The Parties shall keep each other informed of any change affecting their competent security 

authorities.

Article 4. Principles of security

In accordance with their respective national laws and regulations, the Parties shall take 
appropriate measures to ensure the protection of classified information and material transmitted, 
received or created under this Agreement and shall accord to such information a level of 
protection equivalent to that accorded to their own national classified information, as defined in 
article 5. 

The protection of classified information and material exchanged between the Parties shall be 
regulated by the following principles: 

4.1 The recipient Party shall accord to the classified information and material that it receives 
a level of protection equivalent to that expressly accorded to such classified information and 
material by the originating Party, in accordance with the equivalents defined in article 5 of this 
Agreement; 

4.2 Access to classified information and material shall be restricted exclusively to persons 
that have obtained the required level of clearance and whose duties require access to such 
classified information and material, on a need-to-know basis; 
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4.3 The recipient Party shall not transmit classified information or material to a third State, a 
natural or legal person not having the nationality of either Party or an international organization 
without prior written authorization from the competent authorities of the originating Party; 

4.4 Transmitted classified information and material may not be used for purposes other than 
those for which they are officially transmitted; 

4.5 The recipient Party shall neither downgrade nor declassify any transmitted classified 
information or material without the prior written agreement of the competent authorities of the 
originating Party.

 Article 5. Security classifications and equivalents

The Parties, having taken note of the security measures provided for in their respective 
national laws and regulations, undertake to ensure the protection of classified information and 
material that are exchanged and shall adopt the security classification level equivalents defined in 
the table below:

Peru France

SECRETO
[SECRET]

SECRET DEFENSE
[DEFENCE SECRET]

RESERVADO
[RESTRICTED]

CONFIDENTIEL DEFENSE
[DEFENCE CONFIDENTIAL]

CONFIDENCIAL
[CONFIDENTIAL]

(Note)

 (Note) Information marked “CONFIDENCIAL” shall be handled and protected in France in 
accordance with the national laws and regulations of that Party applicable to information marked 
“DIFFUSION RESTREINTE” [RESTRICTED DISTRIBUTION], which constitutes a level of 
protection but not of classification. 

Information that is not classified but is protected by the marking “DIFFUSION 
RESTREINTE” and that is transmitted by France shall be handled and protected by Peru in 
accordance with its national laws and regulations applicable to information marked 
“CONFIDENCIAL”.

In order to maintain comparable security standards, each Party, at the request of the other, 
shall furnish all information concerning the national security rules, procedures and practices 
applied to ensure the security of classified information and material. Each Party shall facilitate 
contact between the security authorities of the two Parties. 

The Parties shall keep each other informed of any changes to laws and regulations relating to 
the security of classified information and material.
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Article 6. Security clearance

For access to information and material classified as “CONFIDENTIEL DEFENSE” / 
“RESERVADO” or above, each Party shall conduct a security clearance procedure in accordance 
with its national laws and regulations. 

In the case of security clearance of a national of one of the Parties who has stayed or is still 
staying in the territory of the other Party pursuant to agreements or contracts subject to this 
Agreement, the competent security authorities of each Party shall lend each other assistance in 
accordance with their national laws and regulations.

Article 7. Marking, receipt and modification

Upon receiving classified information and material from the other Party, the recipient Party 
shall affix its own national classification stamps in accordance with the equivalents defined in 
article 5 of this Agreement. 

The Parties shall inform each other of any subsequent change in the classification of the 
classified information and material transmitted.

Article 8. Rules for disclosure

Classified information and material exchanged, transmitted or developed jointly by the two 
Parties under agreements, classified contracts or any other joint activity may not be downgraded, 
declassified or transmitted to a third State, to a natural or legal person having the nationality of a 
third State, or to an international organization without the prior written agreement of the other 
Party.

Article 9. Security measures

Each Party shall inform users of the existence of this Agreement whenever exchanges of 
classified information and material are involved. 

The Parties shall mutually recognize security clearances issued to their nationals in 
connection with access to classified information.

If one of the Parties considers a company registered in its national territory to be owned or 
influenced by a third State whose objectives are not compatible with those of the host Party, that 
company shall not be issued a clearance certificate. The competent security authorities of the Party 
making the request shall be notified accordingly as soon as possible.

The competent security authorities shall keep each other informed of changes concerning the 
security clearances of their nationals within the framework of this Agreement, in particular in the 
case of withdrawal of clearance or lowering of the clearance level.

Article 10. Transmission of information to users from the Parties

In the event of transmission of classified information and material from one Party to users 
from the other Party, the recipient Party shall: 
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10. 1 Ensure that its facilities are capable of properly protecting the classified 
information and material; 

10. 2 Grant these facilities the required level of security clearance; 
10. 3 Grant the required level of security clearance to persons that have a need to 

know; 
10. 4 Ensure that all persons with access to classified information and material are 

informed of their responsibilities with regard to the protection of classified information and 
material, in accordance with the laws and regulations in force; 

10. 5 Carry out, or have carried out, regular security inspections of its facilities.

Article 11. Reproductions, translations and destruction

The recipient Party shall ensure that any reproductions or translations produced are marked in 
an identical manner to the originals and are afforded the same protection. 

The translation and reproduction of information classified as “SECRET DEFENSE” / 
“SECRETO” shall be permitted solely with the written consent of the competent security 
authorities of the originating Party. 

Classified information shall be destroyed in such a way as to preclude its reconstruction in 
whole or in part. 

In accordance with the national laws and regulations of the Parties, written proof of 
destruction shall be kept and provided to the originating Party upon request.

Article 12. Procedures to be followed with regard to transmission

12.1 Classified information shall be transmitted from one Party to the other through 
the diplomatic channel, in accordance with the national laws and regulations of the originating 
Party. 

12.2 The competent security authorities may, by mutual agreement, decide that 
classified information may be transmitted by a means other than the diplomatic channel if that 
mode of transmission proves unsuitable or difficult. 

12.3 Transmissions shall meet the following requirements: 
(a) The courier shall possess the appropriate security clearance. The person carrying out the 

delivery shall be a permanent employee of either the sending company or the recipient company, 
or belong to the administration, and shall have clearance at a level at least equivalent to that of the 
classified information to be transmitted;

(b) The person carrying out the delivery shall have a carrier certificate issued by the authority 
to which the sender or the recipient is subject; 

(c) The originating Party shall keep a register of the classified information transferred and 
the recipient Party shall be provided with an extract from this register upon request. The sender 
shall keep a record of the classified information delivered; a copy of the record shall be provided 
to the recipient, who shall transmit it to the competent authority; 

(d) The classified information shall be duly packaged and sealed in accordance with the 
national laws and regulations of the originating Party; 
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(e) Receipt of classified information shall be confirmed in writing as soon as possible. 
12.4 The transmission of a large quantity of classified information shall be organized 

between the respective competent security authorities on a case-by-case basis. 
12.5 The electronic transmission of classified information shall be effected in 

encrypted form only, using cryptographic methods and devices mutually accepted by the 
respective competent security authorities.

Article 13. Classified contracts

13.1 When pre-contractual negotiations for a classified contract or subcontract are 
entered into between a user located in one of the Parties and another located in the other Party, the 
competent security authority of the originating Party shall inform the security authority of the 
recipient Party. The notification shall specify the highest classification level of the information to 
which the classified contract relates. 

13.2  The competent security authorities of the originating Party shall notify the 
competent security authorities of the recipient Party of any classified contract or contract with 
security clauses prior to any exchange of classified information.

13.3 A Party intending to conclude or authorize one of its contractors to conclude, 
with a contractor of the other Party, a classified contract or a contract with security clauses shall 
ascertain from the competent security authority of the other Party that its contractor holds the 
appropriate level of clearance necessary for the execution of the classified contract. If it does not, 
the competent security authority of the recipient Party shall initiate a procedure to grant the 
required level of clearance. 

13.4 Before concluding a classified contract with a contractor that is under the 
jurisdiction of the other Party or authorizing one of its own contractors to conclude a classified 
contract in the territory of the other Party, a Party shall receive prior written assurance from the 
competent security authority of the other Party that the proposed contractor has been granted the 
appropriate level of clearance and has taken all the appropriate security measures necessary for the 
protection of classified information. 

13.5 For any classified contract or subcontract containing classified information and 
material, a security annex shall be drawn up. In the annex, the competent security authority of the 
originating Party of the information or material shall specify what is to be protected by the 
recipient Party, as well as the applicable classification level. Only the authority of the originating 
Party may modify the classification level of information or material listed in a security annex. 

13.6  All classified contracts shall contain provisions relating to security instructions 
and a classification guide. The instructions shall be consistent with those issued by the competent 
security authorities of the originating Party. 

13.7 The competent security authority of the originating Party shall transmit a copy 
of the security annex to the competent security authority of the other Party. 

13.8 The competent security authorities of the Party in whose territory the classified 
contract is to be executed shall ensure that, in connection with the execution of classified 
contracts, a level of security equivalent to that required for the protection of their own classified 
contracts is applied and maintained.
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13.9 Before concluding a classified contract with a subcontractor, the contractor shall 
receive authorization from its competent security authorities. Subcontractors shall comply with the 
same security requirements as those established for the contractor.

Article 14. Visits

Visits by nationals of one Party to a site of the other Party where classified information and 
material are held shall be permitted, provided that prior written authorization for such visits has 
been given by the competent security authority of the host Party. Visits by nationals of a third 
State involving access to classified information or material exchanged between the Parties, or to 
areas where such information and material may be held, shall be authorized only by mutual 
agreement between the Parties. 

Requests for visits shall be transmitted through the diplomatic channel to the competent 
security authority of the host Party. Such requests shall be received at least three weeks prior to the 
requested visit. Requests for visits shall contain the information listed in the annex to this 
Agreement. 

A Party may request an authorization to visit for a maximum period of 12 months. If a 
particular visit is unlikely to be completed within the approved time, or if an extension of the 
period authorized for regular visits is required, the Party requesting the visit shall make a new 
request for authorization to visit at least three weeks before the expiry of the authorization for the 
current visit. 

All visitors shall comply with the security rules and instructions of the host Party.
The visits referred to in this paragraph are predicated on the assumption that every visitor has 

the appropriate security clearance and the need to know.

Article 15. Multiple visits

For any classified project, programme or contract, the Parties may agree to draw up lists of 
personnel authorized to make multiple visits in accordance with the procedures and conditions 
mutually agreed upon by the competent security authorities of the Parties. These lists shall be 
valid for an initial period of 12 months, which may be extended, following agreement between the 
competent security authorities of the Parties, for additional periods not exceeding 12 months. 

The above-mentioned lists shall be drawn up and agreed upon in accordance with the 
provisions in force in the host Party. Once such lists have been approved by the competent 
security authorities of the Parties, the procedures for specific visits may be determined directly 
with the competent authorities of the establishments to be visited by the persons mentioned in the 
lists, in accordance with the agreed terms and conditions.

Article 16. Inspection of facilities

In accordance with its national laws and regulations, each Party shall carry out security 
inspections in its establishments that hold classified information and material transmitted or 
exchanged under this Agreement, in order to ensure that the security measures are being correctly 
applied. 



I-54452

35

In accordance with the procedures set out in this Agreement, representatives of each Party 
may, at their request, visit the sites and facilities located in the territory of the other Party in order 
to assess, with the competent authorities, the protective measures put in place to ensure the 
security of the classified information and material that have been transmitted by the originating 
Party.

Article 17. Security compromise

In the event of a suspected or actual compromise of security of any kind – destruction, 
misappropriation, theft, unauthorized reproduction, disclosure or actual or suspected loss of 
transmitted or exchanged classified information and material, or any violation of national 
regulations on the protection of classified information transmitted under this Agreement – the 
competent security authorities of the other Party shall be informed immediately in writing. 

The notification shall be sufficiently detailed to enable the originating Party to conduct a 
thorough evaluation of the consequences. 

The recipient Party shall conduct an investigation (with the assistance of the other Party, if 
necessary) and take all appropriate measures, in accordance with its national laws and regulations, 
to mitigate the consequences and prevent any further such occurrences. The recipient Party shall 
inform the originating Party of the results of the investigation and of the measures taken to prevent 
the recurrence of such incidents.

Article 18. Costs

The implementation of this Agreement shall not give rise to any specific costs.

Article 19. Settlement of disputes

Any dispute regarding the interpretation or application of this Agreement shall be settled 
exclusively by consultation between the Parties.

Article 20. Final provisions

Each of the Parties shall notify the other of the completion of its national procedures required 
for the entry into force of this Agreement, which shall take effect on the date of receipt of the 
second notification. The provisions of this Agreement shall also apply to classified information 
and material exchanged prior to its entry into force. 

This Agreement may be amended at any time by mutual agreement, in writing, between the 
Parties. Amendments shall enter into force in accordance with paragraph 1 of this article. 

This Agreement, including its annex, which forms an integral part thereof, is concluded for a 
period of 20 years from the date of its entry into force and shall be explicitly extended for periods 
of five years.

This Agreement may be terminated at any time by either of the Parties with six months’ 
notice. Such termination shall not affect the rights and obligations of the Parties in connection 
with the protection of classified information and material exchanged for the purpose of 
implementing this Agreement.



I-54452

36

In the event of termination and until the originating Party notifies the recipient Party of their 
declassification, classified information and material exchanged during the term of the Agreement, 
as well as those arising from classified contracts or subcontracts concluded and still in force or 
being executed, shall continue to be handled in accordance with the provisions of this Agreement. 

IN WITNESS WHEREOF the representatives of the two Parties, being duly authorized 
thereto, have signed this Agreement and hereunto affixed their seals. 

DONE at Lima on 4 November 2013 in duplicate in the French and Spanish languages, both 
texts being equally authentic.

For the Government of the Republic of Peru:
PEDRO CATERIANO BELLIDO

Minister of Defence
For the Government of the French Republic:

JEAN-YVES LE DRIAN
Minister of Defence
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ANNEX

Requests for visits in accordance with articles 12 and 13 shall contain the following 
information:

(a) The visitor’s full name, date and place of birth, nationality and passport number;
(b) The visitor’s position and duties and the name of the establishment or organization that 

employs him or her; 
(c) The visitor’s level of security clearance, authenticated by a security certificate furnished 

by the requesting Party;
(d) The proposed date and anticipated duration of the visit; 
(e) The purpose of the visit and all pertinent information concerning the subjects to be dealt 

with and the classification levels of the classified information and material involved; 
(f) The names of the establishments, facilities and premises to be visited;
(g) The full names of the persons who are to receive the visitor, if possible;
(h) The date, signature and affixed official stamp of the competent (security) authority of the 

requesting Party.


